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Information and communication technologies have become an integral part of daily life. However, the increasing reliance on
technology in both personal and professional contexts presents significant challenges. Individuals' levels of digital literacy affect
their ability to complete everyday and work-related tasks that depend on digital tools. The present systematic review is aimed
at identifying the main predictors of digital literacy and understanding how these influence its three levels: digital competence,
digital use, and digital transformation. This work (INPLASY Reference 202310053) followed the Preferred Reporting Items for
Systematic Reviews and Meta-Analyses (PRISMA) methodology. A literature search covering was conducted across Web of
Science, Scopus, Elsevier, PsycInfo, and PubMed using a PICO framework-based search string, from 2017 to 2022. A total of
5342 records were identified, of which 103 underwent full-text screening. A total of 44 articles was included in the review. The
analysis revealed that digital competence is primarily associated with higher education, higher socioeconomic status, and older
age. Digital use is mainly predicted by access to digital devices and internet connectivity. Digital transformation is often
associated with health-related contexts, where individuals are expected to self-manage their health through digital applications.
Despite the growing interest in digital literacy, research on its determinants remains scarce and fragmented. Significant
challenges and gaps persist, including inconsistent definitions and measurement approaches, limited investigation into digital
transformation, a lack of intersectional analyses, and the overrepresentation of WEIRD (western, educated, industrialized, rich,
and democratic) populations. There is a pressing need for more systematic, inclusive, and theory-driven research to inform
policymakers and practitioners aiming to foster societal development. To address these gaps, we propose an ecological model
of development that reflects how interconnected systems can shape digital literacy.
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1. Introduction

Systematic reviews on digital literacy are essential for syn-
thesizing knowledge, guiding practice and policy, identifying
research gaps, and supporting the development of effective
and equitable initiatives. Tinmaz et al. [1] show that, since

2013, there has been a growing number of publications on
digital literacy, focusing on four major themes: digital liter-
acy, digital competencies, digital skills, and digital thinking.
Despite this increase in research, digital literacy continues
to be described in heterogeneous ways, incorporating a wide
range of both technical and nontechnical elements [1].
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Digital literacy has become a cornerstone of modern life,
shaping everything from access to healthcare services and
educational opportunities to participation in democratic
processes. Digital transition refers to the incremental trans-
formation of practices, technologies, and institutional
arrangements driven by the adoption of digital systems,
often aligned with policy objectives [2]. As societies move
further into digital environments, disparities in digital liter-
acy have significant implications for social equity and indi-
vidual well-being.

This systematic review is aimed at synthesizing the exist-
ing literature on the predictors of digital literacy across mul-
tiple domains. Digital literacy encompasses more than the
ability to use digital tools; it includes the capacity to use
them effectively for learning, problem-solving, and innova-
tion [3]. It is conceptualized as a multilayered competence
that integrates technical skills, critical thinking, and the abil-
ity to communicate and create content in digital environ-
ments [4]. As a dynamic and evolving concept, digital
literacy also involves an understanding of digital ethics, pri-
vacy, and the broader societal impacts of technology [5].
Despite its growing recognition as a key determinant of
social and economic participation, disparities in digital com-
petence remain significant across demographic and geo-
graphic groups [6].

While digital literacy encompasses a broad range of
competencies, research has primarily focused on specific
domains, with digital health literacy being particularly
prominent. Systematic reviews in this area have examined
individuals' ability to access, understand, and apply digital
health information. Estrela et al. [7] identified age, educa-
tion, income, and social support as significant predictors,
while gender, race, and place of residence showed limited
effects. Arias Lopez et al. [8] highlighted the health conse-
quences of low digital health literacy and emphasized the
need for improved assessment tools and greater inclusivity.
Similarly, Milanti et al. [9] found associations between
eHealth literacy and factors such as education, access to
ICT, and native language proficiency. Results on age and
gender, however, remained inconclusive. These findings
highlight the conceptual overlap between digital health lit-
eracy and broader digital literacy, as both involve core
competencies such as information seeking, critical evalua-
tion, and digital communication, shaped by access, skills,
and motivation [7-10]. Although some tools are specific
to the healthcare domain, many digital environments span
across multiple areas and rely on similar devices. Thus,
digital health literacy can be considered a domain-
specific expression of broader digital literacy, with trans-
ferable skills essential for full participation in the digital
society [1, 3].

In this review, we aim to contribute to a broader under-
standing of digital literacy by analyzing its determinants
across several contexts. We systematically reviewed the liter-
ature to identify and synthesize the existing evidence on the
key predictors influencing digital literacy in the general pop-
ulation. Our analysis is based on the three levels of digital lit-
eracy proposed by Martin and Grudziecki [3]: digital
competence, digital usage, and digital transformation.
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The first level, digital competence, includes basic techni-
cal skills as well as attitudes and awareness. At this level,
individuals draw upon digital skills as needed within specific
contexts, applying them when faced with challenges. Digital
usage, the second level, refers to the practical application of
digital competence in particular settings, where situational
demands guide digital practices. The third level, digital
transformation, while not mandatory for digital literacy, is
achieved when digital competence and usage lead to trans-
formative shifts in knowledge and behavior. Unlike digital
transition, which typically refers to policy-driven or
institutional-level changes [2], digital transformation refers
to an individual's capacity to harness digital skills for inno-
vation, creativity, and meaningful change within their con-
text [3]. In sum, this systematic review is aimed at
identifying, within the general population (population), the
various determinants (intervention and comparison) that
influence digital competence, usage, and transformation
(outcomes).

2. Method

The protocol for this systematic review was registered in
INPLASY under the reference number 202310053. This
work followed the Preferred Reporting Items for Systematic
Reviews and Meta-Analyses (PRISMA) guidelines [11].

2.1. Eligibility Criteria. The inclusion criteria used to identify
relevant studies were organized into three main categories:
participants, types of literacy (i.e., competence, skill, and
use), and predictors. The review focused primarily on corre-
lational and experimental studies on digital literacy. Regard-
ing participants, only studies with samples of individuals of
any gender aged 16 years or older were considered eligible.
Records were excluded if they did not focus (partially or
tully) on digital literacy, if they targeted specific occupational
groups or professions, or if they did not report empirical
data. Additional exclusion criteria included non-English
studies, literature reviews, letters to the editor, editorials,
case reports, conference abstracts or presentations, personal
opinions, dissertations, book chapters, institutional manuals,
articles without full-text availability, and records published
before 2017. Further details on the inclusion and exclusion
process are summarized in Table 1.

2.2. Search Strategy. Data searches were conducted on Janu-
ary 27, 2022, across four major international databases: Web
of Science, Scopus Elsevier, PsycInfo, and PubMed (United
States National Library of Medicine). The search terms
stemmed from the preestablished PICO (Population, Inter-
vention, Comparison, Outcome) framework, presented in
Table 2. These terms were refined three times to broaden
the scope within the topic of interest, as initial searches
yielded a very low number of records. The final search string
was (“digital literacy” OR “technology use” OR “digital com-
petence” OR “digital transformation”) AND (predictors OR
determinants OR drivers OR obstacles OR barriers OR
resources).
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TABLE 1: Inclusion and exclusion criteria of the selected studies.

Inclusion criteria

Exclusion criteria

Participants: Any gender; 16 +

Types of literacy (i.e., competence, skill, and use)
Predictors of digital literacy

Records: Published in English; correlational and
experimental studies; published between 2017 and 2022

Not focused on digital literacy
Focused on specific occupational groups/professions
Not present empirical data
Not published in English

Literature reviews, letters to the editors, editorials, case reports, conference
abstracts and presentations, personal opinions, dissertations, book chapters,

and institutional manuals
Articles not fully available online
Records published before 2017

TABLE 2: Study selection criteria based on PICO.

P (population) I (intervention)

C (comparison) O (outcome)

Exposure to factors influencing
digital literacy (e.g., predictors,
determinants, and drivers)

General population

Different levels of exposure
to influencing factors

Levels of digital literacy, specifically
digital competence, digital use,
and digital transformation

In the Web of Science database, exclusion filters were
applied to remove proceedings papers, review articles, edi-
torial materials, book chapters, data papers, letters,
retracted publications, meeting abstracts, reprints, book
reviews, and corrections, along with a date limitation
(2017-2022). In PubMed, only the date limitation was
applied, without additional filters. In Scopus Elsevier, fil-
ters were used to include only articles, with a date limita-
tion. In Psyclnfo, filters were set to include only academic
journals within the same date range. No additional manual
bibliography search was performed. The eligibility criteria
are summarized in Table 1.

2.3. Data Selection and Collection Processes. All records were
imported into the Ryyan reference manager. After removing
duplicates, the remaining records were uploaded to facilitate
critical appraisal. Reviewers were randomly selected from
the research team to assess whether the studies met the
inclusion criteria for this systematic review. First, the
reviewers conducted the screening based on titles and
abstracts. In cases of disagreement, the researchers discussed
whether to include or exclude the record according to the
predefined criteria, noting reasons for exclusion. If a conflict
persisted, a third reviewer resolved the disagreement. Studies
meeting the criteria proceeded to full-text screening.

A total of 5342 records were retrieved: 2025 from Scopus
Elsevier, 1961 from Web of Science, 327 from PsycInfo, and
1029 from PubMed (see Figure 1 for more details).

Following the initial search, 2035 duplicate records were
removed. After this step, 3307 articles remained and under-
went title and abstract screening. This step aimed to iden-
tify studies addressing the determinants of digital literacy,
resulting in 103 records selected for full-text screening.
Two records were unavailable online and therefore were
excluded, along with 57 records that did not meet the eligi-
bility criteria. Consequently, 44 studies satisfied the prede-
fined inclusion criteria and were included in this
systematic review.

Full-text screening was performed to extract the follow-
ing key information: authors, publication year, study objec-
tives, population characteristics, data collection methods,
methodologies used, and main findings. Details of the
included articles are summarized in Table 3. The studies
were published between 2017 and 2022, with the vast major-
ity employing a cross-sectional design (84.09%).

2.4. Risk of Bias Assessment. The Joanna Briggs Institute
(JBI) critical appraisal tools [56] were used to assess the
methodological quality of the studies included in this review
and to evaluate the extent to which potential quantitative
bias was addressed. A specific checklist was applied for ana-
Iytical cross-sectional studies (see Figure 2), and a separate
checklist was used for mixed methods, descriptive, and qua-
siexperimental studies (see Figure 3).

Overall, the studies met the essential criteria to be con-
sidered credible, relevant, and methodologically robust.
Since none of the studies presented a high risk of bias, no
studies were excluded from the review. However, it is impor-
tant to note that few studies provided sufficient data on
exposure measurement and confounder assessment. As
highlighted in the JBI checklist, identifying and managing
confounding factors is particularly challenging in social sci-
ences research, especially in behavioral studies.

Further details are provided in the Supporting
Information.

3. Results

Most samples were collected in Turkey, the United States,
Spain, India, Greece, and South Korea. These consisted pri-
marily of students (54.54%) and included older age groups
(43.18%), with participants of both male and female genders
(84.09%). Figure 4 presents a density map illustrating the
distribution of articles by country, with a predominance in
North America, Europe, South Asia, and Australia. This dis-
tribution suggests that digital literacy is a subject of global
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[ Identification of studies via databases and registers }

Web of Science (n = 1961)
PubMed (n = 1029)
Scopus (n = 2025)
PsycInfo (n = 327)

Identification

Records identified from: (n = 5342)

Records removed before
screening:

A4

Duplicate records
removed (n = 2035)

A 4

Records screened
(n =3307)

Records excluded

A 4

not address digital literacy

determinants (n = 3204)

A 4

Reports sought for retrieval
(n=103)

Reports not retrieved

not available online (n = 2)

Screening

A 4

Reports assessed for eligibility
(n=101)

» Reports excluded: (n = 57)

Method (n =12)

Sample (n = 26)
Theme (n =19)

Studies included in review
(n=44)

Included

FiGUreg 1: PRISMA flow diagram.

interest and significance, studied in diverse geographical
contexts. However, it may also reflect biases related to the
inclusion criteria, particularly the restriction to peer-
reviewed articles published in English. Consequently, studies
from regions with limited academic publishing infrastruc-
ture or from non-English-speaking contexts may be
underrepresented.

To provide a more detailed description of the included
studies, a thematic analysis was independently conducted
by two reviewers to identify the determinants of digital liter-
acy and corresponding assessment. The identified determi-
nants were then grouped according to the three domains
of digital literacy (competence, use, and transformation) as
defined by Martin and Grudziecki [3].

Definitions of digital literacy used in the studies are pre-
sented in Table 3, alongside study descriptions. Most con-
ceptualizations emphasized that digital literacy involves not
only technical skills but also the cognitive abilities necessary
to use digital tools across various life contexts effectively.
Common themes included the capacity to locate, evaluate,
and create information, as well as the ability to communi-
cate, collaborate, and participate in digital environments.
Additionally, most conceptualizations distinguished between

competence (i.e., skills and knowledge required to use digital
tools) and use (i.e., the application of those skills within spe-
cific contexts). Frequently mentioned aspects included
accessing, evaluating, and managing information, along with
communication and collaboration through digital technolo-
gies. Fewer conceptualizations emphasized transformation,
defined as the ability to generate new content or use digital
tools more creatively and innovatively.

Measures of digital literacy are systematized in Table 4,
organized by the literacy level and type of determinant
assessed in each study. Across the 44 studies, 55 measures
were used. These focused on basic and general digital com-
petences (36.36%), technology use and adoption (16.36%),
health status (7.27%), computer proficiency and self-
efficacy (7.27%), social media competencies (7.27%), digital
citizenship (7.27%), internet literacy and knowledge
(5.45%), access and online activities (5.45%), online learning
engagement and motivation (5.45%), and Personal Informa-
tization Index (1.82%).

Five categories of determinants emerged and are pre-
sented in Table 5: digital skills (23.65%), digital access
(22.97%), motivation (20.27%), sociodemographic factors
(18.24%), and health (14.86%). The digital skills category
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Note: Most of the cross-sectional studies reviewed meet the inclusion criteria for the systematic
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FIGURE 2: Assessment of risk of bias in the selected cross-sectional studies. Note: Most of the cross-sectional studies reviewed meet the

inclusion criteria for the systematic review.

includes specific abilities such as computing and reading
skills, the ability to create digital learning materials, and
knowledge of digital resources. The digital access category
encompasses access to digital devices and the age at which
individuals first began using the internet. The motivation

category covers both individual and social aspects, including
autonomy, self-efficacy, regulation, resilience, as well as
learning and performance goal orientation. The socio-
demographic category comprises variables such as age and
gender, education level, income, and type of school (e.g.,
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FIGURE 3: Assessment of risk of bias in the selected mixed methods, descriptive, and quasiexperimental studies. Note: The mixed methods,
descriptive, and quasiexperimental studies reviewed meet the inclusion criteria for the systematic review.

private school). Finally, the health category includes factors
such as clinical diagnoses, burnout, stress, computer anxiety,
well-being, mindfulness, affect, fear of missing out, and
health literacy. Reviewers further categorized the effects of
these predictors as positive, negative, or mixed, based on
their influence on the measures of digital literacy.

The distribution of predictors across the studies varies
among these categories and the different dimensions of dig-
ital literacy. Figure 5 illustrates the variables associated with
these predictors, organized by category. Notably, variables
related to skills and motivation are exceptions, appearing
across all dimensions in relatively similar proportions.
Sociodemographic variables are more frequently and posi-
tively associated with the competence dimension of digital
literacy, mainly through higher education levels and better
socioeconomic status. In contrast, digital access variables
tend to be more positively linked to the use dimension.
Health-related variables are more often considered predic-
tors of the transformation dimension, primarily reflecting

studies that demonstrate the positive impact of digital tech-
nologies on patients' ability to manage their health
conditions.

3.1. Predictors of Digital Competence. Digital competence
refers to the essential skills, attitudes, and awareness
required to use digital tools across various contexts. Most
studies focused on predictors of digital competence,
accounting for 44.59% of all identified predictors.

3.1.1. Digital Skills. Research showed that digital competence
is strongly linked to digital skills (21.21%), particularly to the
acquisition of skills and access to resources that support the
improvement of digital knowledge and awareness [14, 15,
21, 26-28, 34, 37, 53]. Consistent with earlier studies,
resources must be available from an early age, as earlier
access allows individuals to develop their digital literacy
skills more effectively [24, 29, 39]. In the university context,
Harati et al. [14] emphasized that attending digital courses
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FIGURE 4: Geographical distribution of included articles across countries.

enhances students' digital skills, which are fundamental for
learning and conducting academic tasks.

3.1.2. Digital Access. Access to digital tools emerged less fre-
quently as a predictor of digital competence (6.06%). While
having digital access, such as Wi-Fi at home or owning a
smartphone, plays an important role in digital literacy com-
petence, studies stress that access alone is insufficient since
individuals cannot learn or improve skills without access to
digital tools [17, 48, 52]. Hernandez-Ramos et al. [17]
pointed out that although guaranteeing access is essential,
providing training for people with low digital literacy is fun-
damental; otherwise, they cannot fully benefit from having
access. Llorent-Vaquero et al. [52] highlighted the need for
students to receive training and educational support to
develop digital competence. Similarly, Rafi et al. [48]
asserted that while access is essential, it does not guarantee
skill acquisition without complementary training and peda-
gogical support.

3.1.3. Motivation. Motivation was the second most frequent
category of determinants within digital competence
(22.73%). Digital competence was associated with higher
motivation to use digital tools [46], greater autonomy [54],
increased self-efficacy [18, 47, 49], and higher resilience
[30]. Motivational factors proved especially important in
contexts where individuals lacked adequate digital resources
but remained motivated to improve their skills. For individ-
uals experiencing low confidence [42, 55], social support
from family or community became crucial [42], particularly
for older adults [55]. Martinez-Alcala et al. [50] suggested
that elderly individuals need internet access to continue
training, sustain motivation, and enhance their digital skills.
Motivation also played a significant role among people with

clinical conditions. While some perceived their condition as
a barrier to skill improvement, for most, it was not an
impediment [55].

3.1.4. Sociodemographic. This category contained the most
significant number of predictors within digital competence
(33.33%). Individuals with higher education levels [16, 44,
54] and those attending schools equipped with digital tools
and staffed by digitally literate teachers demonstrated greater
digital competence [12, 22, 23, 34]. Soysal et al. [38] noted
that disparities in schools' technological resources were
linked to differences in students' digital knowledge and skills,
thereby exacerbating the digital divide. Regarding socioeco-
nomic status, studies suggested that individuals with better
employment conditions, higher income, and greater eco-
nomic opportunities exhibited superior digital knowledge,
skills, and competence [13, 30, 33-35, 38]. Employment type
also influenced competence: self-employed individuals
showed greater digital knowledge, whereas employees
tended to avoid tasks perceived as beyond their abilities
[18]. Age was another significant factor, reflecting educa-
tional processes and generational differences. Older individ-
uals with higher education had greater digital competence
and more access to digital tools [19, 29]. Research indicated
that individuals first exposed to digital tools later in life faced
greater difficulty learning digital skills [43], which often led
to resistance to adopting technology. This, in turn, highlights
the need for tailored learning strategies to overcome such
barriers [13, 55]. Tirado-Morueta et al. [54] emphasized that
for older adults, social support was a key predictor of digital
inclusion and connectivity. Regarding gender, most studies
focused on binary distinctions, with differences in compe-
tence mirroring societal gender roles. Men were generally
perceived as more skilled in digital protection [38], spent
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TABLE 4: Digital literacy assessment tools by study.

Measure Digital literacy dimension tapped
Questionnaire Competence Use Transformation
Basic and general digital competences
Basic digital competences 2.0 in university students (COBADI) (registered 41 41
trademark: 2970648)
Computer and information literacy (CIL; Fraillon et al., 2014) 36
Digital competence profiler (DCP; Blayone, 2018) 25 25
Digital literacy evaluation (DILE; Martinez-Alcala et al., 2018) 39 39
Digital Literacy Questionnaire—Language Learners (DLQ-LL; Son et al., 2017) 38
Digital Literacy Scale (DLS; Ng, 2012) 1, 18 1, 18
Digital Literacy Scale (Hamutoglu,et al., 2017) 5 5
Digital Literacy Scale (Ustiindag et al., 2017) (Turkish version of Ng, 2012) 35 35
Digital Skills Scale (Goldhammer et al., 2013) 8, 43 43
e-Literacy Support Scale—Individuals’ level of internet skills (Eurostat, 2018) 8
ICT use for different purposes (Frailon et al., 2015) 36
Perceived ICT Literacy Scale (Lau, 2014) 27 27
Program for the International Assessment of Adult Competencies—PIAAC data 2 2
set—German version (Rammstedt et al., 2016)
Self-perceived digital competence in the use of mobile devices (MAUDIMO; 4 4
Levi-Orta et al., 2019)
21%-century digital skills (Van Laar et al., 2018) 7 7 7
Likert-type on digital literacy, digital competence, and capabilities 12, 13, 28, 37 12, 13, 28, 37 28,13
Multiple choice items on digital literacy (ad hoc) 6 6
Questionnaire on Digital Literacy Skills of Undergraduate Students of Library
and Information Science on the Utilization of Electronic Information Resources 17 17
in Two Federal Universities in Nigeria (QDLSUSLISTFU) (ad-hoc)
Questionnaire on digital literacy skills 16 16
Questionnaire on ICT literacy (adapted from 2018 Digital Divide Survey) 30 30 30
Computer proficiency and self-efficacy
Computer Proficiency Questionnaire (CPQ; Boot et al., 2015) 33 33
Computer self-efficacy (CSE; Durndell & Haag, 2002) 38 38
ICT self-efficacy, interest, and enjoyment (Fraillon et al., 2014) 36 36
Internet Skills Scale (ISS; Van Deursen et al., 2015) 26 37, 26, 29
Digital citizenship
Digital Citizenship Scale (DCS; Al-Zahrani, 2015) 42 42
Social Relations Scale (Van Deursen & Helsper, 2015) 8 8
Social Interaction Scale (SI, Papacharissi and Rubin (2000) 43 8
Social enhancement (SE; Ku et al. (2013)
Digital health competencies
Brief Health Literacy Screen (BHLS; Chew et al., 2008) 21
Questions adapted from Health Information National Trends Survey (National
Cancer Institute, 2015) 20 20 20
Questions adapted from The Social life of Health Information (Pew Research
Center, 2015) 20 20
Questions adapted from Internet Surveys—Health and Technology in the U.S. 20 20 20
(Pew Research Center, 2013)
Technology use and adoption
Information Systems Continuance Model (ISCM; Bhattacherjee, 2001) 40
Unified theory of acceptance and use of technology (UTAUT; Venkatesh et al., 40
2003)
Likert-type scale on technology use (ad hoc) 2,9,11, 12, 34 34,11, 12, 9

85U8017 SUOWIWOD aAIER.D) 8 (dedljdde ay) Ag peusenob ae sejoile YO ‘8Sn J0 S8|n. 1o} Akeiq1]8uljuO 481\ UO (SUONIPUOD-pUe-SWLB) W0 A 1M Arelq iUl juo//Sdny) SUoNIpUoD pue swis 1 ay1 8es *[5z02/TT/02] uo Ariqiqauliuo A8|im ‘Bnlod aueiyooD Ag SE69709/Z90U/SSTT OT/I0p/W0D A 1M Arelqipuluo//sdny wolj pspeojumod ‘T ‘SZ0Z 1Ay



16 Human Behavior and Emerging Technologies

TABLE 4: Continued.

Measure Digital literacy dimension tapped
Questionnaire Competence Use Transformation

Questionnaire based on Standards and Guidelines of ALA and Bawden Digital

Literacy Model (Bawden, 2008) 3 3

Likert-type scale on ICT use, social support, digital inequality (items adapted

from other scales) 7,23 7,23 23

Gl technologion and el sty (Lokerstype calemalule hoice) 19 19,22/ 410 17, 4410,15,19 32,10

Semistructured interviews to explore acceptability of remote onboarding 6

procedures

Semistructured interviews on the experiences, competencies, and attitudes 31 31 31

toward the use of ICT

Questionnaire (open questions) on opportunities, obstacles, and other uses or 11

functions of digital technologies
Access and online activities

Physical access scale—Individuals-internet activities (Eurostat, 2018) 18

Literacy support—Individuals' level of internet skills (Eurostat, 2019) 43 43

Focus group interview on engagement with internet/digital 26 26
Online learning engagement and motivation

Motivation for Learning Scale (Yurdugiil & Sirakaya, 2013) 35

Online Learner Engagement Scale (Ergun & Kogak Usluel, 2015) 35 35 35

Self-Directed Learning Scale (Yurdugiil & Sirakaya, 2013) 35 35
Social media competencies 47

Social Media Competency Scale (SMCS; Albert et al., 2015) 42 42

Semistructured interview on digital competence, technology use, social media, 2% 2% 2%

and creation of content

Usage purpose of social networking sites scale (Karal and Kokog, 2010)

SMU Attitude Scale (Otrar & Argin, 2016)
Internet literacy and knowledge

Internet knowledge (iKnow; Potosky, 2007) 14 14

Pew Internet Project (Pew Research Center, 2016 21 21 21

Likert-type scale on online information searching strategies adapted from Online 29

Information Searching Strategies Inventory (OISSI)
Personal Informatization Index

Personal Informatization Index (PII): Delphi survey (NIA, 2012) 24 24 24

TABLE 5: Digital literacy determinants across competence, use, and transformation dimensions.

Categories of determinants . C:)mpetince " . ) Usei " . Trinsforn;atlon " 5 Total%
Sociodemographic 20 — 2 333 2 2 — 6.1 1 — — 53 27 18.2
Skills 14 — — 21.2 16 — — 24.2 5 — — 26.3 35 23.7
Digital access 4 — — 6.1 26 — 3 39.4 1 — — 53 34 23
Motivation 11 1 3 22.7 11 — — 16.7 4 — — 21.1 30 20.3
Health 6 6 — 16.7 1 2 — 4.5 9 — — 42.1 30 14.9

Note: + indicates the determinant has a positive effect, — indicates the determinant has a negative effect, and + indicates the determinant has positive and
negative effects.

more time online, and performed more digital tasks [18, 42,  3.1.5. Health. Better health indicators (16.67%) were gener-
54]. However, in Soysal et al.'s study [38], women scored  ally associated with higher digital competence. Individuals
higher in information literacy. with clinical diagnoses often demonstrated greater
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FiGure 5: Distribution of digital literacy predictors by category and dimension.

awareness of their condition by seeking information online
[41], which improved their digital knowledge and skills
[20, 32, 41, 55]. Studies also showed that higher digital liter-
acy was linked to lower levels of burnout, stress [36, 46], and
computer anxiety [25, 45, 49].

3.2. Predictors of Digital Usage. Digital usage refers to the
actual use of digital tools to find, process information, and
seek solutions. This category accounted for 41.22% of the
predictors identified in the reviewed literature.

3.2.1. Digital Skills. Digital skills were significant determi-
nants of digital usage (26.23%). Training in ICT provides
individuals with contact with digital tools [17], teaches
how to use them effectively [50], and helps them understand
their impact and advantages [17, 22, 48, 50]. Among older
adults, a perceived lack of competence often acted as a bar-
rier to improving digital skills [45]. Consequently,
researchers have emphasized that schools and universities
should actively work to enhance students' digital skills [23,
27, 28, 30, 36, 37, 46, 48, 52].

3.2.2. Digital Access. Digital access was the most frequently
reported predictor within the digital usage dimension
(47.54%). Studies showed that internet connectivity is now
nearly ubiquitous, with more people owning and using mul-
tiple digital devices [15, 32, 41, 52] and spending increasing
amounts of time online [26, 43]. Individuals primarily use
the internet for information searching [14, 24, 27, 38, 40,
42, 55] and social media browsing [12, 16, 28], maintaining
these behaviors across different contexts throughout the day
[19, 27, 29, 33, 34, 47, 49, 50]. Professional environments
also influence digital access and skill development. Individ-

uals with computer access at work but not at home tend to
have lower digital competence than those with access in both
contexts [33]. However, Soyemi et al. [27] pointed out that
simply having access to devices does not guarantee their
use for improving digital skills unless individuals are
engaged in learning or actively using them. Moreover, the
type of device affects usage patterns: computers and smart-
phones are generally easier to use and are mainly employed
for academic and professional tasks, whereas tablet use tends
to correlate with higher digital competence [15].

3.2.3. Motivation. Motivation represented 18.03% of the pre-
dictors in digital usage. It was associated with increased dig-
ital knowledge [18], greater intention to use digital
technologies [57], and more positive attitudes toward digital
tools [44, 51]. Internet support groups were effective in
motivating and facilitating digital tool usage [25, 53, 54].
Lepore et al. [25] emphasized the importance of assessing
individuals' baseline digital literacy and aligning digital
learning experiences with their expectations to improve
skills. Regarding self-perceptions, higher self-efficacy in
everyday tasks correlated with greater self-efficacy in digital
tasks [39]. Additionally, higher self-perceived social media
competence was linked to increased digital citizenship [53].

3.24.  Sociodemographic. ~ Sociodemographic  factors
accounted for 6.56% of the predictors within digital usage.
Higher digital use was observed among older adults [12]
and individuals with higher income levels [35]. Contextual
conditions also played a role, with digital use being lower
in communities with poor internet access and among indi-
viduals with fewer digital devices [21, 35].
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3.2.5. Health. Health-related indicators (4.92%) were linked
to both lower and higher digital use. For older adults, tech-
nologies aimed at health management were often perceived
as difficult to use [42]. Conversely, individuals with clinical
diagnoses were more willing to use medical apps for health
self-management [41]. Similarly, hospitalized or more debil-
itated individuals tended to use digital tools primarily for
communication with family members [42]. Overall, these
studies generally emphasized general digital literacy rather
than health-specific digital literacy.

3.3. Predictors of Digital Transformation. Digital transforma-
tion was the dimension of digital literacy with the fewest
identified predictors (12.84%). It refers to the use of digital
tools to promote innovation, creativity, and foster changes
in digital knowledge.

3.3.1. Digital Skills. Digital skills were associated with digital
transformation in 26.31% of the predictors. Individuals
tended to apply their knowledge to problem-solving [4],
enhance critical thinking, and demonstrate creativity within
the digital realm [18]. Martzoukou and Fulton [39] empha-
sized the importance of providing a rich digital learning
environment as fundamental to reducing digital inequities.
Individual engagement in online courses was emphasized
to develop skills for creation and innovation [37, 46].

3.3.2. Digital Access. Digital access was the least studied pre-
dictor within the digital transformation dimension (5.26%).
Owusu-Ansah [21] illustrated that access to digital resources
and the ability to explore and utilize these resources are cru-
cial for creating new digital knowledge.

3.3.3. Motivation. Higher motivation was linked to greater
digital transformation (21.05%). Social interaction and social
ties were found to motivate people to be digitally innovative
and support technology implementation [19]. Additionally,
individuals' adoption of new technologies appeared to be
driven by concerns related to sustainability [19] and the
environment [24, 56], which in turn encouraged the creation
of user-generated content.

3.3.4. Health. Health was the most frequently cited category
of determinants within the digital transformation dimension
(42.10%). People use health apps to improve their overall
well-being. Individuals with clinical conditions often utilize
digital tools for health management [32, 34, 41], which is
empowering [41]. Patients themselves scheduled appoint-
ments [42], interacted digitally more with healthcare profes-
sionals [447], increased their use of telemedicine [17, 42],
and engaged more in digital communication and content
sharing within peer support groups [31]. These findings
highlight the promising link between digital health literacy
and general digital literacy, suggesting a valuable area for
further exploration.

4. Discussion

This systematic review underscores the multifaceted nature
of digital competence, use, and transformation within the

Human Behavior and Emerging Technologies

general population, as well as highlighting the complex
interplay of diverse predictors. The findings from 44 studies
published between 2017 and 2022 were systematically syn-
thesized, with a focus on the predictors of digital literacy
across multiple populations and contexts. Most studies
employed a cross-sectional design and collected data from
a wide range of countries, including Turkey, the United
States, Greece, Spain, and South Korea. Although conceptu-
alizations of digital literacy varied, the majority defined it as
encompassing both technical skills and cognitive abilities,
with a clear distinction between competence and use. Few
studies emphasized the dimension of transformation. Five
key categories of predictors emerged: digital skills, digital
access, motivation, sociodemographic, and health. Each of
these categories uniquely contributes to shaping digital liter-
acy outcomes in the general population. Digital skills and
motivation consistently influenced all three dimensions of
digital literacy (competence, use, and transformation). In
contrast, sociodemographic factors were more strongly asso-
ciated with digital competence, digital access was primarily
linked to digital use, and health-related predictors, though
less studied, appeared as significant drivers of digital
transformation.

4.1. Predictors of Digital Literacy Levels—Competence, Use,
and Transformation

4.1.1. Sociodemographic. The literature consistently high-
lights the critical role of sociodemographic factors, particu-
larly in shaping digital competence. Higher levels of
education and attendance at schools equipped with digital
tools and supported by digitally proficient teachers were
strongly associated with greater digital literacy [12, 22, 23,
34]. Similarly, individuals with higher socioeconomic status,
including better income and employment opportunities,
tended to demonstrate enhanced digital skills, knowledge,
and usage [13, 30, 33, 35, 38, 39]. This relationship may
reflect easier access to digital technologies and more fre-
quent engagement in digital environments. Age also signifi-
cantly influenced digital competence. Younger generations
typically exhibited greater proficiency, likely due to early
exposure and continuous educational support, whereas older
adults often faced challenges acquiring digital skills later in
life [19, 29, 43]. Nonetheless, some studies reported rela-
tively high levels of digital use among older populations
[12]. Training in ICT skills remains fundamental to bridging
these generational gaps, although it may be especially chal-
lenging for specific groups such as older adults and minority
populations [30, 45]. Gender differences also emerged, with
men being generally perceived as more skilled in areas such
as digital protection (e.g., cybersecurity awareness and data
privacy), while women sometimes scored higher in informa-
tion literacy, that is, the ability to effectively locate, evaluate,
organize, and communicate digital information [38, 42].
These findings suggest that specific components of digital
competence may be shaped by gender-related social and cul-
tural norms, as well as context-specific experiences, includ-
ing the nature of work or digital activities engaged in by
each group.
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4.1.2. Motivation. Motivation emerged as a critical determi-
nant, positively associated with digital competence, digital
use, and digital transformation, particularly in contexts
where digital resources were limited or insufficient [42, 46,
50]. Individual engagement and motivation played a central
role in determining whether digital tools were effectively uti-
lized for developing digital skills and competence [27]. The
type of device used also influenced digital outcomes, with
tablets regularly linked to higher proficiency due to their
perceived usability and versatility [15]. Additionally,
community-level resources were identified as significant pre-
dictors of digital use, emphasizing the influence of local con-
text and infrastructure on digital engagement [21, 35]. Social
motivations, including interpersonal interactions and com-
munity ties, were also found to foster digital transformation
by encouraging innovation and the adoption of emerging
technologies, especially in sustainability-oriented and pro-
environmental initiatives [24, 34, 35]. Ultimately, motivation
drives behavior: it increases the likelihood that individuals
will engage meaningfully with digital environments and
maintain this engagement over time. Through ongoing
learning, exploration, and adaptation, motivation contrib-
utes significantly to the development of digital literacy across
all its dimensions.

4.1.3. Digital Access. Access to digital tools and resources is a
fundamental precondition for developing digital compe-
tence, digital use, and digital transformation. Individuals
need adequate access to devices and stable internet connec-
tions to engage meaningfully with digital environments.
However, access alone is not sufficient. The presence of
structured support systems, such as training programs and
guidance from competent educators, is essential to ensure
that access translates into digital literacy development. Edu-
cational institutions play a key role in creating the necessary
conditions for this process [17, 48, 52]. While less exten-
sively studied, the existing literature provides consistent evi-
dence that access to multiple digital devices and reliable
internet connections supports activities such as information
seeking, engagement with social media, and professional
communication [15, 26, 52]. Similarly, access to digital
learning resources is fundamental for building the capabili-
ties required for transformative digital practices [21]. Never-
theless, the presence of digital infrastructure does not
guarantee skill acquisition or digital engagement; other con-
textual and individual factors must also be considered.

4.1.4. Health. Health indicators, such as lower levels of burn-
out and stress, were positively associated with higher digital
literacy levels [36, 46]. These findings suggest that, beyond
motivation and opportunity (i.e., digital access), capacity is
a critical factor in fostering digital literacy development
[57]. In other words, as in different learning and perfor-
mance domains, developing digital competence requires
individuals not only to access and be motivated to use digital
tools but also to possess the necessary cognitive, emotional,
social, and economic resources, along with adequate mental
and physical health, to fully engage in the learning process.
However, the relationship between health and digital literacy
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is complex, particularly in the context of digital use. While
physical and mental health challenges can act as barriers to
digital engagement, in some cases, they also appear to drive
increased digital use, particularly for health management
purposes. In this regard, health emerged as a key category
of predictors related to digital transformation, with individ-
uals leveraging digital tools to manage health conditions,
monitor metrics, schedule appointments, and engage in tele-
medicine. These practices not only promoted autonomy but
were also associated with improved health outcomes [17, 42,
43]. For example, cancer patients who engaged in self-
monitoring through digital platforms reported improved
quality of life and even higher survival rates [43]. These plat-
forms went beyond data recording; they supported knowl-
edge acquisition through digital interaction with healthcare
professionals, promoting self-efficacy and empowerment.
The use of digital technologies in healthcare has thus been
linked to more proactive and informed patient behavior,
allowing individuals to access health-related information,
track symptoms, make treatment-related decisions, and
engage in self-management of their health [42]. Still, some
individuals (particularly those introduced to digital technol-
ogies later in life) may face significant barriers, such as diffi-
culty understanding digital concepts or low confidence in
their skills. These findings underscore the importance of
promoting digital literacy as a pathway to enhance health
outcomes and reduce exclusion in increasingly digital health
systems [42].

4.1.5. Digital Skills. Digital skills also played a vital role,
enabling individuals to apply digital knowledge for prob-
lem-solving, critical thinking, and creativity [18, 22]. They
serve as a bridge between understanding and application,
helping users navigate digital environments with greater
confidence and autonomy. Several authors emphasized the
importance of digital skills in reducing inequalities, suggest-
ing that these can be developed in learning contexts that
encourage engagement through creation and innovation
[37, 39, 46]. At the same time, the development of digital
skills through ICT training promotes use and familiarity
with digital tools, increasing understanding of how these
tools work and the impact they can have [17, 45, 50].
Acquiring such skills was also found to contribute to digital
competence by improving digital knowledge and awareness
[14, 21, 26, 27, 37]. In this regard, digital skills emerge as
essential resources for functioning in an increasingly digital
society and should be cultivated from an early age [14, 24,
29, 39]. Altogether, these findings highlight that developing
digital skills is a critical component in enhancing equitable
access and active participation in the digital era. Future ini-
tiatives should prioritize the integration of digital skills train-
ing to ensure that all individuals are able to meet the
demands of an increasingly digital world.

4.2. Heterogeneity Across the Included Studies. This system-
atic review revealed considerable heterogeneity among the
included studies, evident in three main areas: (i) variation
in definitions and conceptualizations of digital literacy, (ii)
differences in the measurement instruments employed, and
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(iii) diversity in sample characteristics and geographical con-
texts. Regarding definitions and conceptualizations, the
included studies adopted a wide range of perspectives on
digital literacy: from narrow views centered on technical
skills to broader frameworks incorporating critical, creative,
and participatory competencies. For example, Harati et al.
[14] defined digital literacy in terms of the technical and
cognitive skills required to organize and utilize digital infor-
mation. In contrast, Monteiro and Leite [22] explicitly
included digital transformation, linking literacy to creativity
and innovation. These conceptual differences pose chal-
lenges to comparability, as they shape the studies' focus,
methodologies, and interpretation of results.

In terms of measurement instruments, 55 different tools
were identified across the 44 studies included in this review.
These ranged from basic checklists assessing access and
usage [13] to more comprehensive skill-based scales that
incorporated elements such as information synthesis and
communication [12]. While most instruments measured
general digital competencies, others focused on specific
constructs such as technology adoption, digital citizenship,
self-efficacy, and online engagement. This diversity reflects
the underlying theoretical plurality in the field: studies
informed by sociocultural frameworks tended to emphasize
participatory and civic dimensions, whereas those grounded
in cognitive or skills-based models prioritized technical
competencies. This fragmentation in measurement appears
to stem, at least in part, from differing definitions of digital
literacy, which contribute to inconsistencies in findings and
underscore the need for standardized, cross-culturally vali-
dated tools.

Finally, the reviewed studies were conducted in diverse
geographical locations and involved samples with distinct
demographic characteristics (e.g., student populations and
older adults). These cultural, educational, and technological
differences likely influenced the variability in identified pre-
dictors of digital literacy. Moreover, there was an overrepre-
sentation of student samples, as observed in studies such as
Levi-Orta et al. [15] and Krishnamurthy and Shettappanavar
[23], which limits the generalizability of findings to the
broader population.

The heterogeneity observed across studies suggests that
caution is warranted when generalizing findings. Concep-
tual, methodological, and contextual discrepancies may
account for inconsistencies in reported predictors of digital
literacy, constraining the ability to draw universal conclu-
sions. To address these challenges, it is essential to harmo-
nize definitions of digital literacy across the field to foster
theoretical clarity and consistency in research approaches.
Furthermore, future studies should prioritize the develop-
ment and validation of standardized assessment tools across
cultural contexts to improve comparability and inform
evidence-based policymaking.

4.3. Research Gaps. Despite the growing body of literature on
digital literacy, research on the determinants of digital com-
petence, use, and transformation remains scarce, fragmen-
ted, and largely unsystematic. Few studies have specifically
addressed these dimensions, and those that do often produce
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mixed or inconclusive findings. The existing evidence base is
not yet sufficient to enable a comprehensive understanding
of the key determinants of digital literacy, which limits our
ability to draw meaningful and generalizable conclusions.
One of the main contributions of this review lies in the iden-
tification of these research gaps, which can serve to guide
and inform future investigations.

First and foremost, as highlighted in the previous sec-
tion, there is a pressing need for conceptual refinement of
digital literacy constructs and the standardized operationali-
zation and validation of related measurement tools. Cur-
rently, there is no universally accepted definition of digital
literacy across studies. For example, while Laar et al. [18]
referred to a broad set of “21st-century digital skills,” other
studies, such as Subaveerapandiyan and Priyanka [24],
adopted narrower definitions focused on computer and
internet literacy. Achieving greater consistency in how digi-
tal literacy is defined and measured is crucial to advancing
more robust, theory-driven, and generalizable research in
the field. This includes the urgent task of defining and asses-
sing the minimum threshold of digital literacy required for
effective participation in an increasingly digital society. Such
definitional and methodological clarity is essential for
designing and implementing more targeted and equitable
interventions aimed at improving digital inclusion and pro-
moting a fairer, more inclusive digital society.

Second, there is a clear need to identify and analyze
moderator variables that qualify the effects of known deter-
minants to better understand the conditions under which
these factors influence digital literacy. The impact of deter-
minants such as motivation or digital access appears to vary
significantly across contexts. For instance, in Owusu-Ansah
[21], digital access acted as a driver of digital transformation,
whereas in Soyemi et al. [27], access alone was insufficient
without the presence of motivational factors. Such inconsis-
tencies in the literature underscore the importance of
exploring potential moderating influences that may account
for these divergent outcomes. Variables such as individual
motivation, technological access, and the quality of digital
education likely play a significant role in shaping digital lit-
eracy outcomes, yet they remain underexplored. Investigat-
ing these moderators is essential for developing a more
nuanced and context-sensitive understanding of digital liter-
acy, particularly in diverse social, cultural, and institutional
settings.

Third, the dimension of digital transformation remains
considerably understudied, limiting our understanding of
how individuals innovate, create, and drive change through
digital tools. The few studies that addressed this dimension
were predominantly situated in the healthcare context, often
focusing on health-management applications such as mobile
health apps or telemedicine platforms used for patient self-
management (e.g., Sung et al. [20] and Jo et al. [41]). While
these examples highlight essential applications, they offer
only a limited view of digital transformation, overlooking
its potential in other critical domains such as education, cre-
ative industries, and civic engagement. Digital transforma-
tion likely represents a more advanced stage of digital
literacy, one that extends beyond technical proficiency to
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encompass innovation, critical thinking, and creative output.
It draws not only on cognitive and emotional competencies
but may also be influenced by broader personality traits such
as creativity and openness to experience. Furthermore, the
intersection between digital transformation and wider socie-
tal developments, such as globalization, sustainability, and
the digitalization of economies, presents a valuable avenue
for future research, particularly in understanding how evolv-
ing digital literacy contributes to individual empowerment,
social inclusion, and societal progress.

Fourth, greater attention is needed to examine the inter-
sectionality among determinants influencing digital literacy.
Existing studies tend to analyze predictors such as age,
income, or education in isolation, often overlooking how
these factors interact to produce compounded disadvantage.
For instance, older adults with limited formal education and
low income may experience multiple, reinforcing barriers to
digital engagement. While some studies, such as Tirado-
Morueta et al. [54], illustrate that social support can miti-
gate these challenges, the complex interaction between
structural factors (e.g., socioeconomic status and geogra-
phy) and psychosocial variables (e.g., motivation and per-
ceived self-efficacy) remains largely underexplored. This
lack of intersectional analysis may contribute to persistent
digital literacy disparities, particularly in domains such as
employment, education, and social inclusion. The interplay
of multiple disadvantages can lead to a cycle of exclusion,
wherein individuals from lower-income backgrounds, older
age cohorts, or rural and isolated communities face limited
access to digital infrastructure and training opportunities.
This, in turn, can negatively affect their confidence, moti-
vation, and attitudes toward technology use, reinforcing
disengagement from digitally mediated environments.
Without a nuanced understanding of these intersecting
barriers, there is a risk that marginalized groups will be
further excluded from the opportunities afforded by an
increasingly digital society.

Finally, most of the studies included in this review were
conducted in WEIRD (western, educated, industrialized,
rich, and democratic) contexts [58], stressing a significant
geographical and cultural research bias. This limitation
underscores the need for studies in more diverse and under-
represented settings, particularly in regions where access to
digital infrastructure is constrained or where sociopolitical
conditions shape distinct digital realities. For instance,
Owusu-Ansah [21] underlines the importance of resource-
fulness and digital library readiness in low-resource con-
texts, emphasizing that digital literacy development is not
solely determined by access or technical skills but also by
the broader sociotechnical environment in which individuals
operate. In settings where digital resources are limited,
whether due to economic hardship or political restriction,
alternative dimensions of digital literacy may emerge, prior-
itizing adaptation, resilience, and improvisation over con-
ventional skill sets [26]. Moreover, digital access is not
simply a matter of infrastructure but a critical enabler of
democratic participation, social justice, and equality. When
access is curtailed by poverty, institutional neglect, or delib-
erate political control, initiatives to foster digital literacy
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must account for these structural barriers and promote
context-sensitive competencies that empower individuals to
engage meaningfully with digital technologies [11, 29, 34].
Despite their importance, these contextual and structural
issues are still understudied, limiting the generalizability
and global applicability of existing findings.

4.4. Policy Implications. This review draws attention to the
pressing need for structured, evidence-based, and context-
sensitive policy frameworks to promote digital literacy. As
digital technologies become increasingly embedded in criti-
cal areas such as health [17], education [22], and access to
public services, it is essential that public policies move
beyond generic inclusion strategies and adopt adaptive
approaches tailored to the diverse needs and constraints of
different populations.

Promoting digital literacy involves navigating complex
trade-offs between equity, cost-efficiency, and implementa-
tion feasibility. While infrastructure development, such as
expanding internet connectivity and distributing digital
devices, is often seen as foundational to digital inclusion,
such initiatives may prove financially unfeasible in remote
or underserved regions. In contexts like Ghana [21] or rural
communities studied by Ko et al. [35], resource limitations
and logistical barriers may call for scalable, community-
based alternatives, including mobile digital hubs, digital
community libraries, or public—private partnerships [59, 60].

However, as demonstrated by Soyemi et al. [27], access
alone is insufficient. Without accompanying interventions
that address motivation, cultural relevance, and local support
structures, infrastructure investments may vyield limited
returns. In many cases, targeted interventions (such as inter-
generational mentoring for older adults [19] or peer-based
digital support groups for cancer survivors [25]) may prove
more impactful and cost-effective than broad-scale programs.

A policy agenda grounded in equity would prioritize vul-
nerable populations who face intersecting disadvantages
related to age, income, education, and health status. For
instance, older adults often require not only digital access
but also psychological support to overcome technophobia
[25], as well as tailored, confidence-building training pro-
grams [49]. While such initiatives may be resource-inten-
sive, they have the potential to generate significant and
lasting benefits, particularly in terms of social inclusion,
autonomy, and quality of life [61]. Moreover, institutional
integration is crucial to ensure both scalability and long-
term sustainability. Embedding digital skill development
into existing systems, such as schools, healthcare services,
and employment programs, can reduce costs while main-
streaming digital literacy as a transversal policy objective.
This, however, requires strategic investments in teacher
training, curriculum reform, and staff digital upskilling,
which may pose short-term implementation challenges [62].

In sum, effective digital literacy policy must avoid pre-
scriptive, one-size-fits-all models. Instead, policymakers
should adopt multilayered, context-responsive strategies that
balance infrastructure and targeted interventions, align with
community needs and aspirations, and are rooted in a long-
term vision for inclusive digital citizenship.
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4.5. Concluding Remarks. Current research on the determi-
nants of digital literacy underscores the urgent need to sys-
tematize scholarly efforts and build a more cohesive and
robust evidence base. Such efforts are essential for informing
both policy and practice, enabling stakeholders to design
and implement effective, evidence-based interventions to
foster digital inclusion. Achieving this requires the develop-
ment, standardization, and cross-cultural validation of
instruments for measuring digital literacy across diverse
populations and national contexts. It also calls for greater
interdisciplinary collaboration among fields studying digital
literacy and a strategic investment in longitudinal research
to monitor developmental trajectories and emerging trends
over time [63].

The findings of this review illustrate the multifaceted and
dynamic nature of digital literacy and its determinants,
revealing a complex interplay among environmental factors,
technological access, and individual capabilities and motiva-
tions [57]. While a formal predictive model was not devel-
oped, this review offers a conceptual structure that
consolidates current evidence and provides direction for
future empirical testing. To better capture this complexity,
we propose a conceptual framework that integrates the three
levels of digital literacy (competence, use, and transforma-
tion) within Bronfenbrenner's ecological model of human
development [64]. This model allows for a nuanced under-
standing of digital literacy as shaped by multiple interrelated
systems. At the microsystem level, digital competence is pri-
marily influenced by individual-level factors, including digi-
tal skills, motivation, self-efficacy, and sociodemographic
characteristics such as age and educational attainment [16,
54]. These attributes determine an individual's capacity to
acquire and apply foundational digital knowledge. The
mesosystem reflects the quality of interactions across imme-
diate contexts, such as schools, workplaces, and healthcare
settings, where the availability of digital infrastructure (e.g.,
devices and internet access) and institutional support signif-
icantly shape digital use [23, 33]. Social support from peers,
family, and professionals further mediates engagement with
technology. At the exosystem and macrosystem levels, digi-
tal transformation is driven by structural and cultural forces,
including socioeconomic conditions, policy frameworks,
innovation ecosystems, and prevailing societal values such
as autonomy, equity, or sustainability [21, 24, 39]. Impor-
tantly, individuals with specific health challenges (such as
older adults or patients with chronic illnesses) may become
active digital agents by adopting technology to support
health self-management and empowerment [41, 42]. Finally,
the chronosystem dimension underscores how digital liter-
acy evolves across the lifespan, shaped by both technological
change and individual life transitions. This is particularly
relevant for understanding the digital trajectories of older
populations, whose engagement with technology may fluctu-
ate as they age and as digital environments transform [43].
Rather than positing a predictive model, this framework
offers a synthesis of empirical insights from the reviewed
studies and serves as a structured basis for hypothesis gener-
ation. It affirms that digital literacy is not solely an individual
trait but the product of ongoing, dynamic interactions
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between individuals, technologies, and socioenvironmental
contexts. This conceptualization may inform the develop-
ment of multilevel, integrative strategies aimed at promoting
inclusive digital participation, resilience, and well-being in
an increasingly digitalized society.

Finally, it is essential to acknowledge that the scientific
studies included in this review cover only the period up to
early 2022. Given the rapid and ongoing development of
the field, the conclusions presented here may be subject to
certain limitations. A search for studies published between
2022 and 2025, while applying the same inclusion and exclu-
sion criteria, indicates that research interest in this domain
remains active and continues to grow. Although not
included in the current systematic analysis, these more
recent studies reinforce and deepen the key findings pre-
sented here. For instance, they continue to link digital com-
petence to formal education [65], highlight access to
resources as a central condition of digital use [66], and
emphasize the importance of critical understanding for dig-
ital transformation [67]. These contributions further support
the notion that digital literacy enables individuals to trans-
form the way they engage with daily activities and to
improve their lives through technology [68]. Nevertheless,
the conclusions of this review ought to be interpreted with
caution, considering the dynamic nature of the field and
the exclusion of the most recent literature from the system-
atic analysis.
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